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1. Introduction 
 
This policy outlines the way in which Plymouth Community Homes (PCH) will use 
Closed Circuit Television (CCTV) / video surveillance. This policy applies to the use of 
CCTV / video surveillance at PCH residential and commercial properties and the 
immediate vicinity. It covers existing and future domestic CCTV systems and smart 
camera doorbells installed by our residents themselves.  This policy does not apply to 
the use of CCTV / video surveillance at PCH offices and depots.  
 
PCH recognises its responsibility to provide an environment where, as far as possible, 
our residents can benefit from quiet enjoyment of their properties.  We recognise that 
a key element of this is working to prevent anti-social behaviour and crime in and 
around our properties, in the community and to create safe environments where 
people want to live and safe environments for our staff to work.  We acknowledge that 
there are a range of ways in which we will achieve these aims, and that one of these 
may be the installation of CCTV.   
 
This policy is supported by the PCH CCTV Guidance. 
 
As a Housing Association, PCH is not subject to the Regulation of Investigatory 
Powers Act (2000) (RIPA).  However, to ensure best practice, PCH will follow the 
CCTV / video surveillance guidelines set out on the Information Commissioner’s Office 
(ICO) website ico.org.uk  
 
 
2. Policy objectives 
 
The objectives of this policy are to balance the privacy rights of residents and 
individuals with our responsibilities to: 
 

• Prevent and detect anti-social behaviour and other criminal activity 

• Protect the personal safety of our residents and reduce the fear of crime. 
 
Therefore, we utilise CCTV with the aim to: 
 

• Deter and detect criminal activity 

• Prevent and tackle anti-social behaviour 

• Promote the personal safety of our residents and reduce the fear of crime 

• Protect the health, safety and security of our staff 

• Protect the asset value of our buildings and developments 

• Assist in the detection of crime and identification of individuals by providing 
CCTV footage to relevant authorities to enable them to take law enforcement 
action. 

 
 
3. What is Closed Circuit Television (CCTV) / Video Surveillance 
 

CCTV / video surveillance is a surveillance system that comprises cameras, recorders 
and viewing screens.  Our CCTV / video surveillance systems use digital  
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video recorders (DVRs) as well as Cloud storage for the data.   
 
 
4. The siting of CCTV cameras 
 
When siting new CCTV cameras, PCH staff must at all times comply with the current 
Data Protection legislation, complete a Data Protection Impact Assessment and will 
follow the CCTV / video surveillance guidelines set out on the Information’s 
Commissioner’s Office website ico.org.uk  
 
All cameras will be located in prominent positions within public and staff view and must 
not face directly into residents’ property. 
 
Signs will be erected to ensure staff, residents and visitors are aware they are entering 
an area that is covered by CCTV / video surveillance.  The signs will include the PCH 
logo and the relevant contact details in accordance with Information Commissioner’s 
guidelines. 
 
Upon installation, all equipment including cameras must be tested to ensure that only 
the designated areas are monitored, and high-quality pictures are available in live and 
playback mode. 
 
Some door entry systems have inbuilt cameras to allow for greater security within the 
building.  PCH will treat the images captured by these cameras in the same way as 
images captured by CCTV cameras. 
 
 
5. Storage of evidence 
 
Currently all images are recorded and securely stored on site and Cloud storage 
systems.  If images are downloaded to other media, such as discs, these will also be 
kept securely, and where appropriate via safe servers.  Recorded images will be 
stored for a maximum of 28 days, or longer if required for evidential purposes in 
relation to ongoing cases such as anti-social behaviour, complaints or legal action.  
This follows the PCH data protection principles. 
 
 
6. Access to recorded images  

 
Access to recorded images will be restricted to Assistant Housing Officers and 
Housing Officers and above as agreed by the Head of Thriving Neighbourhoods.  
These Approved Persons may only view images that are relevant to their current role 
and responsibility. Any additional internal request for access or use of CCTV images 
and all viewing arrangements - including from other staff working on the same patch 
(such as Rangers) - must be overseen by the Housing Officer (or above) for the area 
in which the CCTV is situated or a member of Human Resources (Business Partner 
or above).  In the absence of the Housing Officer for the area in which the CCTV is 
located, a Senior Housing Officer must be contacted.  
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Images recorded by CCTV / video surveillance on PCH property will be used only by 
PCH, except in the following circumstances: 
 

• Where PCH is statutorily required to share CCTV recordings with third parties 
such as the Police, we need to ensure that any request complies with an 
existing data sharing agreement and that a record of any such disclosure will 
be kept. 

 

• Where an individual makes a request to view images of themselves, this must 
be treated as a Subject Access Request and forwarded to the Governance 
team.  We will follow the guidelines set out on the Information Commissioner’s 
Office website ico.org.uk and data protection legislation when dealing with such 
requests. 
 
 

7. Recording of sound 
 
PCH will follow the CCTV / video surveillance guidelines set out on the Information 
Commissioner’s website ico.org.uk relating to the recording of sound.  This states that 
only in exceptional circumstances should conversations be recorded and where 
equipment is supplied with a sound recording facility, this should be turned off or 
disabled.  PCH will therefore not generally record sound and do so only where the 
circumstances meet the requirements of ‘exceptional circumstances’ as set out in the 
guidelines on the Information Commissioner’s website ico.org.uk  
 

 
8. Residents installing and operating domestic CCTV and smart camera 

doorbells 
 
Domestic CCTV can include indoor, outdoor and doorbell security cameras. There is 
no requirement for residents to seek our permission to install CCTV or a smart camera 
doorbell provided: 
 
• The CCTV installation / doorbell camera only captures the resident’s property and 

does not cover any communal areas or other residents’ property. 
 
• The installation of a smart camera doorbell can be done without causing any 

damage to the structure of the building or compromising the fire-safety integrity of 
the building. Residents can contact PCH staff for advice if needed. 

 
If a resident’s own CCTV system or video doorbell is implicated as the reason for a 
neighbour dispute or allegation of harassment, then PCH reserves the right to act in 
line with the Anti-social Behaviour Policy. This may include requesting removal of the 
system and if there is any repair work associated to the removal then this will be 
rechargeable.  
 
Should residents capture data such as other residents or communal areas, then they 
must comply with data ownership responsibilities in accordance with Information 
Commissioners requirements. 
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We are available to provide advice and discuss any requests residents have relating 
to CCTV and smart camera doorbells. 
 
In line with data protection law residents who fit their own equipment must: 

 

• Have a clear reason for using the CCTV 

• Must make sure that it does not capture more than it needs to 

• Let people know they are using CCTV (e.g. via a sign). 

• In most cases, provide some of the recordings if asked by a person whose 
image or audio, or both, the CCTV has captured. 

• Delete the footage regularly or automatically, or both. 

• Stop recording a person if they object to being recorded and there’s no 
legitimate reason to continue recording them. 

 
to ensure that the comply with the Information Commissioner’s Officer guidance.   
 
 
9. Monitoring arrangements and maintenance 
 
PCH CCTV systems will be serviced and maintained annually by PCH’s chosen CCTV 
contractor to ensure they are working correctly and that the scheme is complying with 
legal obligations and the ICO guidance.  
 
Cameras will also be periodically inspected during estate inspections to check the 
signage is still visible and that cameras are undamaged, un-obscured and operating 
as intended. These checks should be recorded as evidence that we are actively 
monitoring and maintaining these systems.  
 
 
10. Training 
 
The PCH CCTV equipment will be available only to Housing Management staff who 
have been adequately trained. Members of staff who have undergone training from 
our installing contractors may conduct in-house training. Minimum training 
requirements will include technical knowledge sufficient to operate the equipment 
along with an understanding of the implications of Data Protection and Human Rights 
Legislation.  
 
Staff can also access CCTV guidance on the Information Commissioner’s website 
ico.org.uk  

 
 

11. Data Protection  
 

In applying this policy, all members of staff must comply with PCH’s Data Protection 
Policy and ensure that the personal information supplied by customers is protected at 
all times. 
 
 

https://www.gov.uk/data-protection
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Any staff found abusing the CCTV system will be subject to disciplinary action in 
accordance with the PCH Disciplinary Policy. 

 
 

12. Equality, Diversity and Inclusion 
 
PCH will apply this policy consistently and fairly and will not discriminate against 
anyone based on any relevant characteristics, including those set out in the Equalities 
Act 2010. 
 
PCH will make this policy available in other languages and formats on request. 
 
PCH will carry out an equality impact assessment on this policy, in line with our 
corporate procedure. 
 
 
13. Review  

 
PCH will monitor this policy to ensure it meets good practice and current legislation 
and will review it in accordance with our review timetable for all policies.  
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Document Control – Change History 
 
Version  Effective Date  Responsible Policy Lead  Details of Review / Amendments  

4.0 August 2025 Head of Thriving 

Neighbourhoods 

Residents’ permission to install smart doorbell 

cameras no longer required. Policy reviewed 

and general update to policy objectives, 

storage of evidence and revised wording for 

residents installing and operating domestic 

CCTV and smart camera doorbells. Approved 

by CFC July 2025 and next review due July 

2028.   

1.0 to 3.0 Previous versions 

2013 to 2023   

Head of 

Neighbourhoods 

 

 


